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Abstract. Credit card is a sign of credit that is given to customers with good credit by a commercial
bank or credit card firm. It takes the shape of a card with signature blank space on the back and the
name of the dissipated bank, expiration date, CVS number, and cardholder name on the front.
A credit card is a payment card that can give the cardholders’ abilities to enable the cardholder to
exchange for goods and services based on their credibility and debt score. In this paper, it will
explore the credit card fraud detection predictive model to avoid fraudulent activity. Through different
algorithms, the study could easily show the potentially fraudulent activities in the given dataset. In
order to effectively combat credit card fraud, a number of techniques have been developed and put
into practice, including different supervised and unsupervised machine learning algorithms to predict
fraudulent activities. These techniques will be used to compare between the actual dataset and
estimated models to illustrate the full picture. The credit card fraud is a challenging problem,
especially it is prevalent during college students.
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1. Introduction

With the rapid expansion of the credit card business and the increasingly fierce competition, all
kinds of fraud risks have become the biggest threat in the overall credit card operation, especially
false applications, which are often difficult for card issuing banks to guard against . More and more
college students are also joining the ranks of applying for credit cards. Sky-high tuition loans and
daily living expenses have become the main reasons for college students to apply for credit cards .
Credit card fraud is mainly divided into two categories: application fraud and transaction fraud.
Application fraud mainly refers to the deceptive behavior of criminals using false identities, forging
certificates or using other people's identities to apply for credit cards without consent . Transaction
fraud is generally divided into counterfeit, mail-nonreceipt, lost or stolen, CNP fraud, and account
takeover .

This study is to apply predictive model to detect credit card. Based on a dataset of credit card
transaction, variable creation and feature selection are performed. Five machine learning algorithms
are utilized to build the prediction model for credit card fraud detection. The model performances are
analyzed and discussed through the experimental results .

2. Methodology

2.1 Data description

In this paper, a Tennessee government agencies explores a dataset of credit card transactions and
build up a predictive model based on the dataset . There are 96,753 records in the notebookduring2010,
with 1059 fraudulent activities. The file contains the following data, as presented in Table 1:

The study first processed the null entries, reducing the data volume entries, such as outliers.
However, the remaining data volume is still huge, and it cannot be analyzed intuitively. It still needs
visualization tools to make the data clearer. Figure 1 visually shows the top 15 common merchant
descriptions, and Figure 2 depicts the top 10 of merchant in the states.
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Table 1. Fields and Records

Data Description
Each data record's individual identifier. The time
Record . .
order is also represented by this field
The transaction's account number (the account
Cardnum numbers start with the digits 54, indicating that they
are Mastercard transactions)
Date The transaction's date. simply the month, day, and
year; no hour of the day
a merchant identification number that is typicall
Merchnum . ypically
12 digits long
. A succinct text area for the merchant's description,
Merch Description
usually 20 characters or less
Merch Zip The retailer's zip code
Transtype A code identifying the transaction type
Amount The transaction's monetary value
A description of the transaction that specifies
Fraud .
whether or not it was fraudulent
1500
123
£1000
3
© 500
0 > I = .—_‘ w [&] o I o g 12 z (2] = 12
sfgcff388838¢83¢
2593522238 %F28zz33
i‘.‘dmmzmmuggé(“;mm
9 S £ ¥ £ 8% ¥ 3 43 w
© 3 b un 2 H T 8 ¥ 9 o 0 g 5
PTipgiigrEeg
= s 3 A -
=2k oLl
g ° T 7 @
< 5 °

Merch description

Fig. 1 Top 15 Common Merchant Descriptions
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Fig. 2 Top 10 of the Most Frequently Observed Merchant States

This study will mainly focus on feature engineering first, which is also known as variable creation.
Later, there will be some suggestions toward variable creation .

2.2 Variable creation

Variable creation is one of the most important processes to the entire setup of the predictive model
because it wants to take all necessary factors into account and eliminate irrelevant ones. Variable
creation, also known as feature engineering, uses raw data to demonstrate the different estimated
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models for the given dataset . Hence, it will create four types of expert variables based on the future
algorithm, as presented in Table 2:

Table 2. Variable Creation

Variables Descriptions
The specialty of these kind of variable is based on
its timely indicator of unusual activity
Frequency variables could directly illustrate how
FrequencyVariables many transactions have been made throughout the
day or during a period of time

If there is a gap between two transaction date, it

Days SinceVariables might use it as an indicator of fraudulent
transaction.

This is similar to frequency variable, but it will use
these variables to compare a large amount of
transactions for a day and the average transaction
during a specific time period.

Amount Variables

Velocity Variables

2.3 Feature selection

Filter, wrapper, and embedded methods are the three major categorized methods which have been
used in feature selection process. The study will explore the first two methods.

In the majority of cases, filter methods are considered as a pre-estimating step. Feature Selection
is usually considered as a process of selecting significant factors that may affect the potential response
for the model . Correlation among coefficients also plays an important role in the model. Based on
the table, we could easily distinguish the different relationships among the various models. We use
superviused and unsupervised machin learning model for respone variable and predictor variables.
Here is the table illustration below:

Table 3. Table for defining correlation coefficients

Response Variable Predictor Variables
Feature\Response Continuous Categorical
Continuous Pearson’s Correlation LDA

Categorical Anova Chi-Square

It attempts to use a subset of features and train a model utilizing them in wrapper methods. The
study chooses to add or subtract features from the subset based on the conclusions that are derived
from the prior model. Large computational calculation is also required during the process of the model
establishment. There are numbers of algorithms involving exponential and integrals.

To determine the goodness of fit, Kolmogorov-Smirnov formula is utilized. It contrasts the
variable's cumulative distribution function with a predetermined distribution. Kolmogorov-
Smirnovtest is commonly used for binary classification problem. In short, it is called Kolmogorov-
Smirnov test as KS method. Formula 1 and Formula 2 shows the mathematical description.

KS = max, f;min[Pgood — Ppaq] dx (1)
KS = max, Zggmin[Pgood — Ppaql dx (2

2.4 Model Algorithm

2.4.1 Artificial neural network (ANN)

This technique uses the data that has been collected to forecast outcomes. The input layer, hidden
layer, and output layer are the three layers that make up this system. Each layer is interconnected and
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capable of communicating with one another to create effective results . There are different kinds of
fraudulent activities, which require abundant storage for computational calculations .

S(x) = m 3)

, 1

S'() = Gy~ SM(-8() )

In ANN, it will use this nonlinear model to construct the model . The study shows that all the linear

combinations have been built through each layer and node . Eventually, it would construct the model

through each layer and down to each node and combine all of them together to establish the model
for a better decision.

2.4.2Support vector machine (SVM)

It is a supervised algorithm that has been used to predict the suspicious ongoing transactions, which
may usually consider as fraud. Both classification and regression are carried out by it. This approach
is not appropriate for huge data sets with significant noise . It could have a better vision for the SVM
model .

2.4.3 Logistic regression

Logistic regression models use independent occurrence of findings to calculate the probability of
an event occurring. This algorithm is employed to improve system performance. It combines the weak
classifiers, as mentioned before, to achieve an efficient result . Based on the independent findings,
the model could easily locate the fraudulent activities and mark them as special ones.

2.4.4 Random forest

Random Forest is a classification problem, which mainly composed of decision trees and voting
process . The most commonly used one is called decision trees, which is an algorithm to filter the
answer with the corresponding or designated conditions to fulfill the requirements .

2.4.5 Boosted tree

Extreme Gradient Boosting, also known as XGBoost tree, is a machine learning algorithm,
distributed gradient-boosted decision trees (GBDT) .

3. Results

3.1 Model performance

Based on the prediction model results, there could have a clear picture of logistic regression model
results. Logistic regression results, training dataset result, test dataset result all reflect through the
charts below . For number of iterations, the result shows that 10.0000 for the final answer. Based on
the logistic regression model, we could easily find out the corresponding values for each
transformation. Take AIC, BIC, and Log-Likelihood as an example, each transformation brings a
different result value before deciding the actual value.

Table 4. Logistic Regression Results

Description Value Description Value
Model Logit Pseudo R-squared 0.538
Dependent variable y AIC 3382.435
Date 2019/2/1 19:57 BIC 3572.495
No. observations 62957 Log-Likelihood —1670.2
Df Model 18 LL-Null -3619.4
Df residuals 62957 LLR p-value 0.0000
Converged 1.0000 Scale 1.0000
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3.2 Prediction result

Table 5 shows the training dataset results, testing dataset results, and OTT dataset results. Each
figure clearly presents the records with the different features’ results. Relevant data value also reflects
in each column to specify the results . Training results and test results have been revealed through the
model building process and automatic results . As mentioned before, it is easily to apply similar
strategies for training dataset and test dataset.

Table 5.Training Results

Description Value Description Value
Model Logit Pseudo R-squared 0.538
Dependent variable y AIC 3402.9056
Date 2019/2/1 19:57 BIC 3574.8652
No. observations 62957 Log-Likelihood -1670.2
Df Model 18 LL-Null —1682.5
Df residuals 62957 LLR p-value 0.0000
Converged 1.0000 Scale 1.0000

The testing dataset in Table 6 could also use assemble techniques to have different transformation

for the model.

Table 6. Testing Results

Description Value Description Value
Model Logit Pseudo R-squared 0.538
Dependent variable y AIC 3264.9856
Date 2019/2/1 19:57 BIC 3683.4756
No. observations 62957 Log-Likelihood —1570.3
Df Model 18 LL-Null —1721.6
Df residuals 62957 LLR p-value 0.0000
Converged 1.0000 Scale 1.0000

Based on Table 7, the study shows a clearly revealed table for all the records, which contains good
and bad records in the dataset .

Table 7.00T Results
#Records #Goods #Bads Fraud Rate
12,427 12,248 179 0.0144

4. Conclusion

This paper explores non-traditional methods to distinguish a different way of building credit card
fraud predictive models. The collected data is limited due to the lack of fraudulent labels. Also, the
study shows that the boosted tree model is the best compared to the other 5 models mentioned in the
paper. This study discusses several improvements based on variable selection process, which creates
the new related concepts for it.

The study discusses all of the variable change and feature engineering process. This study
discusses possible enhancement in some steps to improve our prediction model. It will focus on data
collection, variable creation, and feature selection areas.

For Data collection section, researchers can make changes on data collection step to improve the
model prediction by collecting some possible relevant data. The dataset used in this project contains
10 fields. Hence, it can improve credit card fraudulent pattern prediction accuracy by collecting more
data fields. A few candidates are category of purchased items, the comparison of the order shipping
address vs credit card billing address, and shipping method if it is an online order. Fraudsters have
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some common favorite products, and they like to buy items that are easy to resell, or items with the
best values, such as electronics, and fashion items.

Most fraudulent transactions have a different shipping address from the credit card billing address
for online orders because the fraudsters need to ship the items to a different address other than card
holders’ billing address. Fraudsters usually prefer to use express shipping method, especially
overnight. Regular consumers will consider overnight as very expensive unless it is necessary.

For Variable creation section, based on the new information, collected in data collection, itcould
easily create some corresponding new variables. It could help a better understanding of the concept,
if some variables are added, including purchase cat, addresscomp (1 if addresses are the same, 0 if
not), order type (online or in-store), and shipping method.

For category purchased variable section, the variable contains the category information that buyers
purchased. If the category information is not available, it can be collected by the product descriptions,
and then the keywords in the product description are analyzed to get the category information.

For billing address and shipping address comparison flag variable section, it is a binary variable
by comparing the credit card’s billing address and the order’s shipping address. The study should
design 1 if the two addresses are the same, and 0 if the two addresses are inconsistent.

For order type variable section, it will set it to 1 if it is an online order and set it to 0 if it is an in-
store purchase, which also means a credit card was present at the time of purchase.

For shipping method variable section, most merchants offer USPS, FedEx and UPS. Some
merchants such as Amazon have their own shipping couriers. In general, all of them can be
categorized as regular shipping, 2-day shipping, or overnight shipping. The study will show a value
to each of these shipping methods in the next stage to better illustrate it.

For Feature Selection section, after the analysis of these variables, it will make a decision on what
new feature variables to be included in the model.

With all of these improvements, the study would have a better model building process in variable
selection and apply them in algorithm.
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