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Abstract

In this paper, the elastic safety control problem of nonlinear active quarter vehicle
suspension systems (AQVSSs) under random activation denial-of-service (DoS) attack is
studied. Firstly, a class of networked discrete system model is established. Then, a DoS
attack model with random activation is proposed, and a resilient controller is designed
based on this model. Secondly, the augmented networked system model is derived, and
the exponential stability of the system under the premise of - index is obtained by
establishing the Lyapunov function. Finally, the advanced nature and theoretical value
of the proposed algorithm are verified by simulation.
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1. Introduction

The benefits of networked control systems (NCSs), such as their high dependability, low maintenance
costs, flexible design, and ease of installation, have drawn a lot of attention in recent years. Much
effort has been put forward, and several significant outcomes have been attained [1]. NCSs achieve
deep coupling between the network layer and the physical layer through a hybrid architecture of
wireless and wired networks. Their open interconnection characteristics make the system face severe
network attack threats, which may lead to multi-dimensional security risks such as control
performance degradation, system stability damage, and even physical equipment damage [2], [3].
Therefore, the network security protection of NCSs has become one of the most challenging core
issues in this field and has received extensive attention from academia and industry in recent years.

Generally speaking, the two primary categories of cyberattacks that are now in use are denial-of-
service (DoS) attacks [4] and deception attacks [5], [6]. While the latter can stop access to system
resources by blocking the communication channel, the former focuses on changing or impersonating
packets in the network channel to jeopardize data confidentiality. For instance, Wang et al. [7]
suggested a novel important-data-based DoS attack technique that uses packet importance to target
the most "important" packets. As a result, it makes DoS attacks more damaging. Zhang et al. [§]
developed an ideal jamming attack plan to optimize the linear quadratic Gaussian control cost
function while taking the energy limitation into account. Therefore, it is necessary to propose a
defense mechanism to effectively resist the impact of these malicious attacks.

Based on this, the innovative work of this paper is summarized as follows:

(1) A class of resilient controllers is designed according to the probabilistic properties of resilient
DoS attacks triggered randomly.

(2) Under the premise of ensuring the performance index, a condition satisfying the exponential
stability of the system is derived by considering the probability expectation property of the network
attack in the stability proof.
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2. Preparatory Knowledge and Model Description

2.1 Description of Discrete System Model
Consider the following discrete-time systems described by:

x(h+1)= Ax(h) + B‘u(h)+ E" o(h) |
z(h) = Cx(h) + Du(h) )

where x(h)eR™, u(h)eR™, z(h)eR™, w(h)e L,[0,0) denote the system state, the control
input, the control output and the unknown disturbance input, respectively. 4, B*,E¢,C?, D", are

known real matrices with suitable dimensions.

2.2 Description of DoS Attack and Controller Design

Due to the communication-open environment of Networked Control Systems (NCSs), the DoS attacks
from the instrument to the controller would interfere with the control signal's transfer and change the
measurement findings. However, because the opponent's energy is limited, it is extremely hard for
attackers to constantly broadcast harmful signals in real-world applications. First, considering the
unpredictability of DoS attacks, a Bernoulli variable (k) with a specific possibility is used to

describe the unpredictable activating behavior of DoS attacks. The following definition of the
attacked signal is thus presumed:

xX(h) = u(h)x(h) (2)
which has the following properties:

Prob{y(h) = 1} = ﬁ,Prob{/J(h) = 0} =1-u
_ L 3)

R{u(h)} = B R{(u(h) = *} = A1~ 1) =

where Prob {,U(h) = 1} represents the probability that the Bernoulli variable is 1, R {/J(h)}

represents the expectation of #(h).

Specifically, when #(h)=0, it shows that the attack was successful at time 4; when u(h)=1, it
shows that the signal was sent without the DoS attack being active.

Different from the general controller, the fuzzy state-feedback controller is designed as follows:
u(h)=M(N)"x(h) 4)

where M,N are the gain matrix of the undetermined control variable.

By combining equations (1), (2), (4) and the probability expectation of DoS attack signal, we can
obtain

x(h+1) = (4" + @A )x(h) + (u(h) = A x(h) + E* @(h)

5
2(h) = (C* + [0,)x(h) + (pu(h) = @) A, x(h) )
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where A, =B‘M(N)",A, =D'M(N)™".

3. Main Results

Theorem 1: Given the Attenuation coefficient o >1, the positive scalar p,>0. M,N is the
controller gain matrix. z is the given expectation of the Bernoulli variable. If there is a positive

symmetric matrix P >0 such that the system ensuring H. performance is exponentially stable
despite DoS attacks, then

¢11 * * * *
G1 ) * * *
¢#= ,Osz 0 -P * * <0 (6)

11 -P * d | — d 4 —
¢ { 0 _?/ZJ,Glz[a(A +iA,) aE'),G,=[an, 0].G,=[C'+m\, 0].G,=[A, 0]

Proof: Inspired by [9], this paper selects the following candidate functions for the Lyapunov function:
V(x(h))=a"x" (h)P'x(h) (7)

Using the forward difference to define the difference AV(X(h)) = V(X(h+1))— V(X(h)), we can
get

R{AV (x(h))} =R {a2h+2xT (h+1)P"'x(h+1)-a®'x" (h)P_lx(h)} (8)

Defining the augmented matrix 5(h)=[xT (h) a)T(h)]T as an augmented state vector, the

following expression is further established:

R{AV (x()+ " (2" (h) z(h) - y* @' (h)a(h))}
= R{a™ 8" ()(#" + G/ G, + p Gl G, +GI PG, + pGI PG )5 (M)} )
= R{@™5" (W)g,0(h)} <0

When @(h)=0,since z' (h)z(h)>0, it can be inferred from (9) that

RV (x(h+1))=V(x(h))} <0 (10)
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Then we can further promote that
R{V (x(h+ 1)} < R{V (x(m))} <+ < R{V (x(0))}. (11)

Next, it is obtainable from (11) that
a® e R{|| x(h) [} < RV (x(h)} < &, || x(0) | (12)

where &, =2, (P "), & =4, (P, s0

R{IIX(h)||}<\/j:‘0!‘h [x(0) | (13)

and the system (5) is exponentially stable.
In the presence of an external disturbance @(h) =0, by adding the two sides of equation (9) from 0

tooo within the zero-initial condition, and due to V' (x (OO)) >0, we can obtain that
EQ 2" (Wz(h)} <p* Y 0" (Wao(h) (14)
h=0 h=0

Define the matrix J = diag {N "1L,11,1,1 } , then pre and post-multiplying (6) by J and J”, since

—N'P'N<P-N"—-N, we can replace —N'P'N with P—N"—N . Finally, an inequality for
guaranteeing (6) can be obtained:

[ P_N-NT * * * % % |
0 _72] * * * *
aA’N+auB'M aE’ -P * kX
¢# = d * * <0 (15)
apﬂB M 0 0 -P
C‘N+uD’M o o0 0 -I *
pD'M o 0 0 0 -J

4. Experimental Simulation Analysis

Table 1. Parameters of active suspension model.

Parameters Definition Value Parameters Value Definition
ks stiffness of suspension | 900 [N/m] k, 2500 [N/m] | compressibility of tire
m; sprung mass 2.45 [kg] my, 1 [kg] unsprung mass
Cs damping of suspension | 7.5 [N-s/m] Cu 5 [N-s/m] damping of tire
Zmax maximum displacement | 0.038 [m] Unmax 38.3 [N] peak torque
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In this part, relevant experimental tests are carried out to illustrate the superiority of the proposed
control mechanism. The relevant parameters are set as follows: y =50,z =0.8, =1.0025 ,and the

suspension related parameters are shown in Table 1.
Considering Newton's second law in [9], [1], set7, =0.001[s], then the matrix parameters of the

following active suspension system model and the state description of the suspension system are
selected as follows:

x(h) =z,(h)=z,(h),x,(h) = z,(h),x;(h) = z,(h) = z,(h), x,(h) = Z,(h), z(h) = Z,(h)  (16)

[0 1 0 -1 ] 0 | o
k 1 0
s _ cs 0 cs _ 0
d _ % ms ms ms d _ sk ms d _ %k
A =T +1,B =T, EC =T % -1,
0 0 0 1 0
k, c, k, c,+c, 1 S (17)
- - - mll
L I’I’lu m l’l’lu mu A L mu | - -
Cd=|:_ks _& 0 % j|,Dd=i.
mS mS mS mS

where the suspension deflection, sprung mass velocity, tire deflection, and unsprung mass velocity
are shown by the symbols x,(h), x,(h), x,(h), and x,(h), respectively. The acceleration of the
sprung mass is represented by the control output z(%). The formula w(h) =z (h) is determined by
applying the velocity input of the disruption.

By solving the linear matrix inequalities (LMIs) in Theorem 2, the controller gain matrix is calculated
as follows:

M =[0.0103 -0.0322 -0.0003 -0.0002]

1.1791*107°  -3.4556*107° -3.6040*107"  4.1269*107
-3.4559*%107  1.6756*10™  1.0325*%10° -4.8861*10°
-3.6034*107  1.0316%10°  3.5780*107 -1.6314*10°
4.0644*107 -4.7891*10° -1.6322*10°  8.958*10°*

It can be observed from Fig. 1 that the suspension system still shows obvious superior performance
even under attack. Specifically, although the four system states fluctuate under the attack state, the
amplitude of the fluctuation does not increase significantly with time, indicating that the system has
good anti-interference ability. In addition, the proposed algorithm can help the system effectively
absorb and disperse the influence of road excitation, reduce the vertical displacement of the vehicle
body, and significantly improve the ride comfort and stability of the vehicle.

It can be clearly seen from Fig. 2 that the body and tire under the passive suspension are always in a
jitter state when facing the road pulse. Under the control of the algorithm proposed in this paper, the
body and tire can respond quickly to pulse interference and recover smoothly. The actuator force and
sprung mass acceleration under different conditions are shown in Fig. 3 and Fig. 4. This means that
the control mechanism proposed in this paper can reduce the vertical acceleration of the suspension
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while satisfying the actuator torque constraint. Thus, it provides a more comfortable driving

experience.
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Fig. 1. Suspension system response curve during road excitation with impulse.
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Fig. 3. Actuator force under DoS attacks.
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Fig. 4. Sprung mass acceleration under DoS attacks.

5. Conclusion

The elastic control mechanism proposed in this paper is effectively used to alleviate the impact of
attacks on networked control systems. Through the experimental simulation of the real suspension
system, it is verified that the proposed scheme has obvious advantages over the passive suspension
and significantly improves the ride comfort of the driver. In the future, we will further discuss more
extensive attack models in the field of action, and design a more complex and effective model to
resist the impact of attacks.
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