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Abstract	

In	today's	era,	where	digital	communication	technologies	are	significantly	transforming	
the	way	information	is	shared,	social	media—leveraging	its	exceptional	interactivity	and	
dissemination	efficiency—has	emerged	as	the	central	platform	for	information	exchange.	
Nevertheless,	this	development	is	accompanied	by	a	critical	challenge:	the	widespread	
proliferation	of	misinformation.	This	paper	provides	a	thorough	and	systematic	review	
of	research	advancements	in	misinformation	dissemination	on	social	media.	It	begins	by	
examining	 both	 classical	 and	 state‐of‐the‐art	 information	 dissemination	 models,	
investigates	 the	 distinctive	 mechanisms	 through	 which	 platforms	 amplify	 content,	
analyzes	 the	 impact	of	human	behavior	and	 cognitive	 factors,	and	evaluates	existing	
strategies	for	detection	and	mitigation.	The	findings	indicate	that	while	some	progress	
has	been	made	 in	 addressing	misinformation	 through	 technological	 innovations	and	
intervention	 measures,	 several	 obstacles	 remain.	 These	 include	 privacy	 protection	
concerns,	difficulties	in	managing	cross‐platform	dissemination,	and	the	growing	threat	
posed	by	adversarial	attacks,	all	of	which	hinder	the	overall	effectiveness	of	governance	
efforts.	

Keywords		
Misinformation;	 Information	 dissemination	 models;	 Detection	 Mechanism;	 Natural	
language	processing.		

1. Introduction	

With the rapid development of digital technology, social media platforms have sprung up like 
mushrooms after rain, completely rewriting the map of global information exchange. Platforms 
such as Twitter, Facebook, Instagram and TikTok, with their powerful technical architectures, 
have achieved near-instant global sharing of information. This unprecedented dissemination 
efficiency not only promotes the democratic flow of information but also brings significant 
social benefits. However, on the other side of the coin, false information has gained an 
unprecedented breeding ground for spread in such an ecological environment, and its potential 
harm should not be underestimated. 
The proliferation of false information has become an important hidden danger threatening 
social stability and development. In the political field, it can distort public perception and 
interfere with the fairness of democratic elections. At the public health level, false information 
can mislead public behavior and hinder the implementation of important tasks such as 
epidemic prevention and control. At the social level, all kinds of rumors and conspiracy theories 
intensify group confrontation and cause deep social division. In recent years, many health 
pseudoscientific remarks during the COVID-19 pandemic, malicious false propaganda during 
the election season, and conspiracy theories that spread rapidly across platforms have all 
confirmed the severity of the problem of false information and the potentially disastrous 
consequences it may cause with real cases. 
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Based on this, this literature review focuses on three core issues for in-depth exploration: First, 
analyze the key mechanisms that promote the dissemination of false information on social 
media platforms; Secondly, explore the complex interactive relationship between human 
behavioral preferences and platform algorithms; Thirdly, sort out and evaluate the existing 
effective strategies for false information detection and governance. By systematically 
integrating existing research results, efforts are made to comprehensively deconstruct the 
internal logic of the dissemination of false information, providing theoretical support and 
direction guidance for the subsequent formulation of scientific intervention strategies and the 
construction of a healthy digital information ecosystem. 

2. Definition	and	Definition	of	Error	Information	and	False	Information	

According to the research of Shu et al. [1], misinformation refers to false or misleading content 
that is not maliciously disseminated, usually resulting from the cognitive limitations of 
information publishers or misjudgments of information. False information, on the other hand, 
is content deliberately spread by disseminators with the intention of deception. This conceptual 
distinction is of crucial significance for designing precise detection and intervention strategies: 
the former requires enhancing the public's identification ability through information 
popularization and education, while the latter relies more on the active interception of technical 
means and platform supervision. 

3. Role	of	Social	Media	Platforms	in	the	Spread	of	False	Information	

The architectural design and algorithmic logic of social media platforms have profoundly 
reshaped the dissemination ecosystem of false information and the consumption patterns of 
users. From Twitter's instant social network to Facebook's circle of acquaintances, and then to 
TikTok's short-video ecosystem and YouTube's long-video platform, each platform has 
established a unique content recommendation mechanism to enhance user activity and 
retention rates. However, this operation strategy that takes user engagement as the core goal 
often leads to the marginalization of content authenticity, objectively creating a breeding 
ground for false information and its spread. 

3.1. Platform	Mechanism	and	Content	Priority	Strategy	
At present, mainstream social media generally rely on complex algorithmic recommendation 
systems to filter and sort content in a data-driven way to maximize the user's dwell time. For 
example, Facebook builds a dynamic message ranking mechanism based on interaction data 
such as likes, comments, and shares, giving priority to displaying content that may trigger high 
interaction. The "Recommend for You" page of TikTok utilizes deep learning models to analyze 
users' browsing behaviors, interest tags and interaction preferences in real time, and push 
highly personalized video streams. Twitter, on the other hand, rapidly amplifies information 
with potential for dissemination through algorithms based on the number of retweets and topic 
popularity. These participation-oriented algorithm designs are essentially disconnected from 
the assessment of content authenticity. Studies show that content that can trigger strong 
emotional responses such as fear and anger, regardless of whether it is true or not, is more 
likely to obtain algorithmic traffic bias [2], thereby forming the "traffic incentive" effect of false 
information dissemination. 

3.2. The	Amplification	Effect	of	Algorithms	on	False	information	
False information disseminators often precisely exploit loopholes in platform algorithms to 
achieve content dissemination. The research on Facebook by Bakshy et al. [3] confirmed that 
the algorithm-enhanced ideological filtering bubble effect significantly reduces the 
opportunities for users to be exposed to heterogeneous viewpoints, thereby weakening their 
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ability to distinguish false information. Twitter's trend topic algorithm may cause misleading 
tags to enter the hot list due to data sampling bias or malicious manipulation, providing an 
exposure window for extreme viewpoints or rumors. The fast-paced consumption model of 
short videos on TikTok enables false information to quickly penetrate into a vast number of 
user terminals through algorithmic recommendations without fact-checking, creating a passive 
situation of "spreading first and then verifying". 

3.3. Cross‐platform	dissemination	and	Synergistic	Reinforcement	Effects	
The dissemination of false information shows significant cross-platform liquidity 
characteristics. Extreme content generated by edge social platforms (such as 4chan and Gab) 
often permeates mainstream social media through methods like manual user reposting and 
automated robot diffusion. Zannettou et al.'s [4] research shows that this cross-platform 
dissemination forms a "credibility enhancement cycle": when the same false narrative 
repeatedly appears on multiple platforms, it causes the audience to develop an "information 
overload trust", mistakenly believing that it is true due to its wide dissemination. Furthermore, 
malicious groups, through carefully planned cross-platform collaborative dissemination, 
simultaneously push the same false information across different channels, further accelerating 
their infiltration into the mainstream public opinion field. 

3.4. Platform	Intervention	Measures	and	Their	Implementation	Predicaments	
In response to the public's strong concern over the proliferation of false information, major 
platforms have successively introduced content governance measures, including adding tags to 
controversial content, introducing third-party fact-checking mechanisms, and optimizing 
algorithm weights to reduce the exposure of harmful content. For instance, Twitter adds 
warning labels to false tweets related to elections, and YouTube suppresses the 
recommendation of conspiracy theory videos through algorithmic adjustments. However, these 
intervention measures generally have a lag and mostly adopt the passive response mode of 
"discovery - handling". Meanwhile, problems such as inconsistent review standards and 
insufficient transparency in policy implementation have led users to question the fairness of 
the platform [5]. When it comes to politically sensitive issues, content review decisions are 
more likely to trigger disputes and intensify the division and opposition of public opinion in 
society. 

4. Factors	Influencing	Misinformation	Spread	

The dissemination of false information in social media is a complex process interwoven by 
multiple factors. Its dynamic evolution not only depends on the algorithm mechanism of the 
platform, but is also closely related to elements such as the structure of social networks, human 
cognitive characteristics, inherent attributes of content and social situations. These factors 
interact with each other and jointly shape the dissemination trajectory and diffusion scale of 
false information. 

4.1. The	Influence	of	Network	Topology	Structure	and	Connection	
Characteristics	

Social media networks generally exhibit dual characteristics of scale-free networks and small-
world networks. According to the scale-free network theory proposed by Barabasi and Albert 
[6], a small number of highly connected hub nodes (such as opinion leaders and celebrity 
accounts) in the network control the core dissemination links. Their single information 
forwarding can reach millions of users, greatly accelerating the dissemination rate of false 
information. Meanwhile, the "short path" feature of the small-world network enables 
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information to quickly penetrate to originally isolated user groups through a few intermediate 
nodes, forming a viral spread across circles. 
The homogeneity preference of the user group [7] further exacerbated the risk of dissemination. 
The tendency of social connection based on interests and values makes it easier for users to 
form an ideologically consistent "echo chamber". In this closed environment, false information 
is repeatedly reinforced because it conforms to the inherent cognition of the group, while true 
information is difficult to break through the barriers of the circle, resulting in the continuous 
solidification of wrong cognition. 

4.2. The	Role	of	Human	Cognition	and	Psychological	Mechanisms	
Human cognitive biases profoundly affect the dissemination effectiveness of false information. 
Confirmation bias [8] prompts individuals to selectively focus on the content consistent with 
their beliefs and actively ignore contradictory evidence, resulting in the uncritical and rapid 
spread of false information within the identification group. The Illusory truth effect (Fazio et al., 
2015) makes individuals have a false sense of trust in frequently occurring false information 
through the repeated exposure mechanism. This effect is particularly significant in the 
repetitive push and cross-platform dissemination on social media. 
Motivational reasoning makes people tend to interpret information in a way that conforms to 
their own emotional needs or identity, and it is difficult to change the inherent cognition even 
if there is counterevidence. Strong emotions such as anger and fear [9] can significantly 
enhance users' willingness to share and create dissemination advantages for emotional false 
content. 

4.3. The	Dissemination	Driving	Role	of	Content	Features	
The content attribute of false information is the key driving force for its spread. Compared with 
the factual content of objective statements, false information often uses exaggerated and 
emotional language to quickly attract users' attention by creating conflicts, suspense or panic. 
In terms of media forms, visual carriers such as emoticons and short videos, due to their 
advantages of intuitiveness and readability, have a much higher dissemination efficiency than 
lengthy fact-checking articles, resulting in an imbalance in content format dissemination. 
Furthermore, false information often constructs causal relationships by simplifying narratives, 
providing a single explanatory framework for complex social phenomena. This cognitive 
shortcut meets the human need for rapid decision-making, enabling it to surpass the real 
information containing multiple perspectives in terms of memory retention and dissemination 
efficiency, and further enhancing the dissemination competitiveness of false content. 

4.4. Amplification	Effects	in	the	Context	and	Time	Dimensions	
Social situational factors significantly affect the dissemination intensity of false information. 
During public health crises, natural disasters, or political unrest, the demand for public 
information grows explosively, while the supply of official information often lags behind, 
creating an information vacuum. At this point, to alleviate the anxiety caused by uncertainty, 
users are more inclined to prioritize the dissemination of unverified information, forming a 
dissemination tendency of "speed over accuracy". 
Cinelli et al.'s [2] research on the COVID-19 pandemic confirmed that conspiracy theories and 
pseudoscientific information regarding the origin of the virus and treatment plans have taken 
advantage of public panic and information gaps to achieve an extraordinary spread on social 
media. The information dissemination in this special situation highlights the significant 
influence of environmental pressure on users' communication behaviors. 
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5. Modeling	and	Predicting	Misinformation	Spread	

Understanding the dissemination laws of false information and achieving precise prediction are 
the core prerequisites for constructing an effective intervention mechanism. In recent years, 
researchers have gradually established a multi-level modeling and detection technology system 
by improving classic communication models and integrating machine learning algorithms, 
providing important technical support for the governance of false information on social media. 

5.1. Theoretical	Evolution	of	Classical	Communication	Models	
Most classic information dissemination models are derived from epidemiological theories, 
laying a theoretical foundation for analyzing the mechanism of false information dissemination. 
The SIR (Susceptibility - Infection - Recovery) model divides social network users into three 
states: susceptibility, infection, and recovery. By simulating the individual state transition 
process, it presents the macroscopic trend of information dissemination. However, this model 
assumes that users are homogeneous and the propagation probability is constant, which has a 
significant gap compared with the heterogeneity of users and the complexity of propagation in 
real social networks. 
The IC (Independent Cascade) model and the LT (Linear Threshold) model have further 
optimized the theoretical framework. The IC model introduces a probabilistic activation 
mechanism. Each activated node has only one chance to activate neighboring nodes with a 
specific probability [10]. The LT model emphasizes the cumulative effect of peer influence. 
Users will adopt information only when the total influence of neighboring nodes exceeds the 
threshold. Subsequent studies introduce variables such as information resistance, user 
credibility evaluation, and network modular analysis to make the classical model more suitable 
for complex communication scenarios. 

5.2. Technological	Breakthroughs	in	Machine	Learning	and	Graph	Models	
With the explosive growth of social media data, machine learning technology has brought 
innovation to the modeling of disinformation. Graph Neural networks (GNNs), with their deep 
analytical capabilities for network topological structures, capture the local connections and 
global structures of social networks by learning the embedding features of nodes [11]. 
Compared with traditional content analysis methods, the model based on GNN shows higher 
sensitivity in the identification of the early dissemination of false information. 
In the field of time series modeling, sequence models such as RNN and LSTM can effectively 
capture the dynamic characteristics of false information diffusion by mining the temporal 
dependence of the propagation process. Ma et al. [12] confirmed that the characteristics such 
as the diffusion speed and affected range in the early stage of information dissemination can be 
used as key indicators for predicting the potential of rumor outbreak. Furthermore, pre-trained 
models based on the Transformer architecture (such as BERT), after adaptive transformation, 
can achieve spatio-temporal dimension modeling of user interaction patterns, significantly 
improving the accuracy of early detection. 

6. Strategies	for	Detecting	and	Mitigating	Misinformation	

The academic and industrial sectors have established a multi-level prevention and control 
system to address the large-scale and complex trend of false information dissemination on 
social media, which includes technical detection, manual intervention, platform governance, 
and user education. These strategies approach multiple dimensions, such as content analysis, 
dissemination monitoring, and social collaboration, to form a collaborative governance pattern. 
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6.1. Content‐based	natural	language	processing	and	detection	technology	
Content-based detection is the fundamental defense line for the governance of false information. 
This technology conducts in-depth analysis of text, images and multimodal content through 
natural language processing (NLP) to mine the language and style features of false information. 
Traditional methods rely on artificially designed feature engineering to construct detection 
models from dimensions such as vocabulary (word frequency distribution, sentiment 
tendency), syntax (grammatical structure complexity), and semantics (topic coherence); The 
Transformer architectures represented by BERT and RoBERTa learn context-sensitive 
semantic representations through the pre-training-fine-tuning mechanism, significantly 
improving the accuracy of false information recognition [12]. 
However, such technologies face multiple challenges: elaborately fabricated false content may 
be highly similar to real information at the language level; There are technical bottlenecks in 
the semantic understanding of cross-language and multimodal information. Fragmented 
contents such as short video subtitles and short texts on Weibo have difficulties in feature 
extraction due to the lack of context support. 

6.2. Propagation	Mode	and	Network	Structure	Detection	Mechanism	
The dissemination trajectory of false information contains key identification clues. The 
detection model based on propagation characteristics captures abnormal propagation patterns 
by analyzing the depth of information cascading, the diffusion speed and the homogeneity of 
user participation. Studies show that false information often presents a more uniform diffusion 
path and a deeper forwarding level [14]. Graph Neural networks (GNN) exert unique 
advantages in this field. By modeling user relationships and the information dissemination 
process as a graph structure, abnormal nodes and dissemination links in the network topology 
are mined, and malicious behaviors such as collaborative dissemination of robot accounts are 
effectively identified. 

6.3. Manual	Verification	and	crowdsourcing	Verification	System	
Manual fact verification remains the core link in the governance of false information. 
Professional institutions such as Snopes and PolitiFact conduct in-depth verifications of high-
impact information through manual traceability and cross-validation. However, in the face of 
the daily output of billions of pieces of content, the traditional manual mode is difficult to meet 
the real-time requirements. Crowdsourcing verification mechanisms emerged as The Times 
required. For instance, Facebook once piloted a user credibility scoring system. Studies indicate 
that the crowdsourcing strategy that aggregates the judgments of ordinary users can approach 
the professional verification level in identifying false information [5], but it is necessary to 
prevent behaviors such as group polarization and malicious review manipulation from 
interfering with the fairness of verification. 

6.4. Platform‐level	Governance	Policies	and	Technical	Interventions	
Social media platforms implement governance through dual means of technology and rules: 
The content tagging mechanism adds fact-checking tags to controversial information; the 
algorithm downgrading strategy reduces the recommendation priority of false content; The 
pre-blocking technology pushes authoritative information before users make contact [15]. 
Typical cases include Twitter's warning tags against election rumors and YouTube's 
recommendation rate limiting for conspiracy theory videos. However, platform governance 
faces multiple controversies: Disputes over political positions lead to doubts about the fairness 
of review; The opacity of algorithm rules triggers a crisis of user trust; Malicious users resist 
platform control through means such as content distortion and cross-account dissemination. 
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6.5. Strategies	for	Enhancing	Users'	Media	Literacy	
Enhancing the ability to identify user information is the key to establishing a long-term 
governance mechanism. The media literacy education project focuses on cultivating users' 
abilities to identify biased content, verify information sources, and understand algorithmic 
logic. Experiments show that "vaccination" -style anti-fraud simulation games (such as "bad 
news" interactive programs) can significantly enhance users' immunity to false information 
[16]. Integrating media literacy education into school curricula, public publicity and the 
guidance process for new users on platforms, and through systematic knowledge 
popularization and behavioral training, can help enhance the cognitive defense line of the whole 
society against false information. 

7. Challenges	and	Future	Directions	

Despite progress in combating disinformation on social media, significant challenges remain. 
These challenges include balancing free speech with content moderation, dealing with the 
tension between privacy protection and effective data utilization, and addressing the 
limitations of current detection systems in dealing with cross-platform and multilingual 
disinformation. As disinformation strategies continue to evolve, detection models must 
enhance their robustness and adaptability. In addition, the “black box” nature of AI models 
raises issues of public trust, highlighting the need for explainable AI. Governance efforts are 
further hampered by the lack of coordinated multi-stakeholder collaboration. Therefore, future 
research should prioritize cross-modal detection (e.g., text, images, audio), multilingual 
capabilities, interdisciplinary collaboration, and transparent policy frameworks to create a 
resilient and inclusive disinformation management system. 

8. Conclusion	

The rapid development of social media has reshaped the global information landscape, 
achieving an unprecedented speed and scale of dissemination. However, these factors have also 
contributed to the wide spread of false information, posing severe challenges to public health, 
the democratic process and social cohesion. 
This literature review explores the complex dynamics of the dissemination of false information 
on social networks. We studied classic communication models, behavioral factors, platform-
specific amplification mechanisms, as well as contemporary detection and mitigation strategies. 
Although significant progress has been made, there are still major challenges. These challenges 
include maintaining a balance between content moderation and freedom of speech, overcoming 
privacy limitations in data access, addressing cross-platform and multilingual dissemination, 
resisting adversarial disinformation strategies, and building explainable and trustworthy 
artificial intelligence systems. 
The key to future progress lies in interdisciplinary research and extensive multi-stakeholder 
collaboration. Computer scientists, social scientists, policymakers, educators and platform 
designers must work together to build a more resilient information ecosystem. Important 
priorities include developing a powerful, privacy-protecting detection system, scaling up 
proactive educational intervention measures, and enhancing the transparency and 
accountability of platform governance. 
Ultimately, combating false information is not only a technical challenge but also a social 
undertaking. A healthier information ecosystem requires endowing users with critical thinking 
skills, cultivating the moral sense of responsibility of technology platforms, and safeguarding 
citizens' vigilance and right to know. Only in this way can we maintain the integrity of public 
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discourse and ensure that digital technology continues to be a force driving positive social 
transformation. 
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