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Abstract

Currently, generative Al is deeply integrated into the field of information dissemination.
While its ability to generate automated content enhances efficiency, it also gives rise to
legal and criminal risks such as the spread of false information. The first domestic case
of ChatGPT fabricating false information has further pushed such risks to the forefront
of judicial practice. However, the current legal framework is not adapted to the
characteristics of Al technology. There are gaps in the determination of responsibility
for Al false information and the application of legal provisions, which leads to ambiguous
rights and responsibilities in practice and compliance difficulties in case handling. This
article sorts out the core facts and disputes of the case, analyzes the difficulties in the
application of the law through qualitative analysis, and finds that the current
supervision lags behind in regulating Al-generated content and lacks targeted
provisions. It proposes that legislative research should be strengthened and the
integration of law and Al should be promoted to achieve collaborative governance. This
study offers a new perspective on the legal liability determination of generative Al, fills
the theoretical gap in judicial practice, builds a complete regulatory framework, and also
provides empirical references and practical guidance for policymakers to improve Al
supervision.
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1. Introduction

With the rapid iteration of generative Al technology, it has been deeply embedded in diverse
information fields such as news dissemination, social interaction, and knowledge production,
and is reshaping the information dissemination landscape with its automated and efficient
content generation capabilities[1]. However, behind the technological dividends, the "black box
nature" of generative Al and the autonomy of content generation have made it a new type of
carrier for the spread of false information - such false information not only spreads rapidly and
has a wide coverage, but also is more likely to cause public cognitive biases, social trust crises,
and even give rise to criminal risks such as provoking trouble and disrupting public order[2,3].

The emergence of the first case in China where ChatGPT fabricated false information has
pushed the criminal risks associated with generative Al from theoretical exploration to the
forefront of judicial practice: In this case, the false information generated by Al spread through
the Internet, causing a bad social impact. However, the judicial authorities found themselves in
a predicament in determining responsibility and applying legal provisions, exposing the
insufficient compatibility between the legal framework of the industry and the characteristics
of Al technology[4,5].
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Although existing research has focused on the false information risk and legal regulation of
generative Al, there are still two core limitations: Firstly, most studies focus on macro risk
analysis or generalized regulatory suggestions, lacking in-depth analysis of specific cases,
making it difficult to address the practical challenges of "guilt and innocence" and "this crime
and that crime" in judicial practice. Secondly, the definition of the responsible subjects for Al-
related criminal risks and the analysis of the adaptability of legal provisions are not detailed
enough, and a systematic solution for the coordinated governance of "technology - law -
regulation” has not yet been formed[6,7].

Based on this, this study takes the first domestic case of ChatGPT fabricating false information
as the core entry point. By sorting out the facts of the case and analyzing the disputes over the
application of law, it clarifies the core manifestations and causes of criminal risks related to
generative Al, and then puts forward suggestions for legal improvement and regulatory
optimization. The theoretical significance of the research lies in filling the gap in case studies of
criminal risks related to generative Al and providing a new perspective for the determination
of Al legal liability. The practical significance lies in providing references for judicial authorities
in handling similar cases and empirical evidence for policymakers to improve the Al regulatory
system.

2. Literature Review

Existing research on generative Al and false information mainly focuses on three dimensions:
"risk identification - legal regulation - criminal-related application", laying a foundation for this
study, but there are also obvious areas that need to be supplemented.

2.1. Research on Risk Identification of Generative Al False Information

The academic community generally believes that the technical characteristics of generative Al
make its risk of false information "special” and "complex". The "realism" and "low threshold" of
Al-generated content make it easier for false information to break through the traditional
information review mechanism, and it is difficult to trace the source after dissemination[1]. The
"autonomous learning ability" of Al may cause it to generate biased content under the influence
of training data, which in turn turns into false information and exacerbates social cognitive
fragmentation[5]. Such research clearly defines the risk manifestations of false information in
generative Al, but its shortcomings lie in: mostly focusing on macro risk characteristics, without
analyzing how risks are transformed into "criminal-related behaviors" in combination with
specific judicial cases, and lacking practical discussions on the boundary between risks and
crimes.

2.2. Research on the Legal Regulation Path of Generative Al False Information

In response to the regulation of Al false information, scholars have proposed multi-dimensional
solutions such as "technical regulation”, "legal improvement”, and "industry self-discipline"”.
From the perspective of administrative supervision, it is suggested to establish a "filing system"
for Al-generated content, requiring developers to conduct pre-approval for Al-generated
content[7]. From a legal perspective, it is necessary to expand the scope of application of the
existing information supervision laws and include Al developers and platform providers in the
category of responsible entities[4]. Moreover, the cross-border characteristics of ChatGPT-like
Al still require enhanced international regulatory collaboration[2]. These studies provide
directions for regulatory paths, but the limitation lies in that most of the suggestions are
inclined towards a "macro framework" and do not design specific provisions for "criminal risks",
such as the standards for responsibility division and the scale of criminal penalty application
after Al is involved in crimes, which are difficult to directly guide judicial practice.
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2.3. Research on the Criminal Risks and Application of Charges of Generative
Al False Information

In the field of criminal risks, research mainly focuses on the application of the crime of
"fabricating and intentionally spreading false information" and the crime of "provoking
trouble". By comparing the constituent elements of the two crimes, it is pointed out that the
application of the crime of "fabricating and intentionally spreading false information" should
be limited to the field of "disrupting public order", and the element of "subjective intent" must
be met[6]. After further analysis of the criteria for distinguishing the two crimes in cases of
online false information, it was found that "whether the information content is related to public
interests" and "whether it causes actual social order chaos" are the key points[8]. Some scholars
have specifically examined the current judicial application status of the crime of "fabricating
and intentionally spreading false information", pointing out that there are problems such as
ambiguous boundaries of the application of criminal charges and inconsistent sentencing
standards in practice, and proposing to optimize the path from the perspectives of interpreting
the constituent elements and improving the case guidance system[9].However, the deficiency
of the existing research lies in the fact that it has not combined the technical characteristics of
generative Al, such as the "non-subjective intent" and "multi-subject participation” of the
information generated by Al, which makes it difficult to directly apply the constituent elements
of traditional criminal charges and has not formed a unified view on the responsible subjects of
Al-related crimes.

In conclusion, the existing research has covered the core areas of false information in
generative Al, but there are still gaps in "in-depth case analysis", "detailed criminal
responsibility”, and "practical adaptation of legal provisions". This article takes the first
domestic case of ChatGPT fabricating false information as a breakthrough point, precisely to
make up for these deficiencies and achieve the connection between "case - theory - regulation”.

3. Method

3.1. Research Ideas

This study takes "case analysis - problem focus - countermeasure proposal” as its core logic. It
first clarifies the specific manifestations of criminal risks associated with generative Al by
sorting out the facts and controversies of the first domestic case of ChatGPT fabricating false
information. Combining legal norms with existing research, analyze the legal application
difficulties and regulatory deficiencies exposed in the case; Finally, based on the problem
analysis, specific paths for the coordination of legal improvement and supervision are proposed,
forming a closed-loop research of "practice - theory - practice".

3.2. Research Contents

3.2.1. Review of the Core Facts and Controversies of the First Domestic Case of ChatGPT
fabricating False Information

By publicly disclosing judicial documents, media reports and other materials, key information
of the case is extracted, including: the content and dissemination path of Al-generated false
information, the subjects involved in the case, and the focus of judicial authorities' trial, such as
the determination of responsible subjects, the selection of charges, disputes over criminal
penalty discretion, etc., laying a factual foundation for subsequent legal analysis.

3.2.2. Analysis of Legal Application Challenges in Criminal Risks Associated with
Generative Al

Based on current legal norms such as the Criminal Law and the Cybersecurity Law, a qualitative
analysis is conducted on the disputed points of the case: The first is the difficulty in defining the
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responsible subject, that is, whether Al developers have the obligation to review the content
generated by Al, whether users have the subjective intention of "intentionally using Al to spread
false information"”, and whether the platform needs to bear the responsibility of information
filtering. The second issue is the difficulty in applying the crime name, that is, whether the case
meets the elements of "subjective intent" and "disrupting public order” of the crime of
"fabricating and intentionally spreading false information"”, and whether there is a conflict in
application with the crime of "provoking trouble". The third challenge is the adaptation of legal
provisions, that is, whether the current laws cover the regulation of Al-generated content and
whether there are any blank provisions.

3.2.3. Regulatory Deficiencies and Improvement Path Construction for Criminal Risks
Associated with Generative Al

Based on case analysis and existing research, this paper summarizes the core deficiencies in the
current supervision of generative Al, and then proposes improvement paths from the
legislative, judicial, and administrative supervision levels: at the legislative level, it is necessary
to supplement the responsibility provisions for Al-generated content; at the judicial level, it is
necessary to clarify the judgment standards for Al-related criminal cases; at the administrative
supervision level, it is necessary to establish a full-process traceability mechanism for Al
content.

3.3. Research Methods
3.3.1. Case Analysis Method

Taking the first domestic case of ChatGPT fabricating false information as the core case, by
dissecting the facts of the case, the focus of the dispute and the trial process, the specific forms
of criminal risks related to generative Al are presented intuitively, providing a practical sample
for the analysis of legal application and ensuring that the research conclusion is in line with
judicial reality.

3.3.2. Literature Research Method

Systematically sort out the academic literature at home and abroad on the risk of false
information in generative Al and legal regulations, as well as the current legal norms such as
the Criminal Law and the Cybersecurity Law, absorb the reasonable viewpoints of existing
research, clarify the research starting point and the problems to be solved, and ensure the
theoretical rigor and legal compliance of the research.

3.3.3. Qualitative Analysis Method

For the legal application difficulties in cases, such as the definition of the responsible subject
and the selection of charges, qualitative analysis is carried out in combination with legal
provisions and legal theories. The compatibility conflicts between current laws and the
characteristics of Al technology are dissected, and then the improvement direction of
regulatory provisions is derived. Subjective comments are avoided, and only objective analysis
based on facts and laws is conducted.

4. Result

This study takes the first domestic case of ChatGPT fabricating false information as the core
analysis sample. Through the research approach of case dissection, interpretation of legal
norms, and cross-verification of literature, it systematically refines three core practical results
for the governance of criminal risks related to the dissemination of generative Al content.
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4.1. The Division of Rights and Responsibilities among Multiple Subjects Lacks
a Basis, and the Determination of Responsibilities Has Fallen into Practical
Difficulties

The research, through the review of the focus of case hearings, found that in the scenario of
false information dissemination by generative Al, the boundaries of rights and responsibilities
of the responsible subjects show obvious ambiguity: There are no clear standards for the
content review obligations of Al developers, and it is difficult to prove the subjective element
of "intentional dissemination" by users. The distinction between the information filtering
responsibility of online platforms and the traditional information review responsibility lacks
legal basis, which directly leads to a deadlock in the determination of the objects of
accountability by judicial authorities[5]. Existing research has confirmed that the core crux of
the legal risks of generative Al lies in the unclear division of responsibilities among multiple
parties. The "autonomous generation feature" of Al precisely breaks the linear responsibility
chain of "producer - disseminator - platform" in traditional information dissemination,
rendering the original logic of rights and responsibilities division ineffective[5]. Although some
studies have proposed that Al developers and platform providers should be included in the
category of information supervision responsibility subjects, the boundaries of the "reasonable
review obligations" of developers in Al-generated scenarios have not been clearly defined, nor
have the intensity of the "filtering obligations" of platforms for Al-generated content been
defined. This has led to the relevant theoretical suggestions being difficult to respond to specific
disputes in judicial practice. Meanwhile, the issue of the black box nature of Al technology
exacerbating the difficulty of liability traceability has been fully confirmed in this case. The
platform evaded responsibility by claiming that "Al-generated content is unpredictable”,
further highlighting the gap in the current legal definition of the rights and responsibilities of
multiple subjects, and also confirming the practical pertinence of the research results.

4.2. The Elements of Traditional Criminal Charges Conflict with the
Characteristics of Al, and There are Compatibility Obstacles in the
Application of Criminal Charges

The research, through the analysis of the application of law in the case, confirmed that the
constituent element system of the current Criminal Law, which includes the crime of
"fabricating and intentionally spreading false information" and the crime of "provoking
trouble”, is difficult to adapt to the technical characteristics of generative Al. Specifically, the
establishment of the crime of "fabricating and intentionally spreading false information"
requires the simultaneous satisfaction of the dual elements of "subjective intent" and
"disrupting public order"[6]. However, in this case, the act of Al independently generating false
information does not involve the "fabricating behavior" driven by "human subjective will" as
stipulated in the traditional elements of criminal composition. The uncertainty of its
dissemination range and influence is also difficult to meet the quantitative determination
standard of "actual social disorder"”[8]. What is more worthy of attention is that this charge has
already faced the problems of "ambiguous application boundaries and inconsistent sentencing
standards” in traditional cases of false information , and the characteristics of generative Al
such as "non-human subjective drive" and "content generation autonomy" further magnify this
legislative defect[9]. This has put judicial authorities in a dilemma when choosing between this
crime and that crime - if the crime of fabricating and intentionally spreading false information
is applied, the subjective elements and the subject of the act will be difficult to determine. If the
crime of provoking trouble is applied, it conflicts with the definition of this crime that "the core
field must be 'disrupting social order'[6]. This contradiction also confirms the core finding of
this study regarding the "obstacle in matching traditional criminal charges".
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4.3. The Regulatory Framework Lacks a Full-process Mechanism, and Risk
Prevention and Control Show a Significant Lag

Research findings reveal that the current regulatory system for the dissemination of generative
Al content still adheres to the traditional model of "post-event accountability”, lacking a full-
process prevention and control mechanism tailored to the technical characteristics of Al,
namely "pre-event review - in-event traceability - post-event assessment"[3]. Existing research
has pointed out that the core of compliance risks for generative Al like ChatGPT-like lies in the
lack of pre-control measures[3]. This judgment is fully confirmed in this case - the regulatory
authorities only initiated intervention procedures after the false information generated by the
Al had spread through the Internet and caused adverse social impacts, failing to achieve source
control and process intervention of risks. Although some studies advocate for the establishment
of a collaborative governance framework of "technology - law - regulation" , in current
regulatory practices, administrative regulatory authorities have not yet established a filing
system and technical traceability standards for Al-generated content, and industry self-
discipline also lacks unified Al content review norms, making it difficult for regulatory
measures to keep pace with the iteration speed of Al technology[1]. Furthermore, the rapid
dissemination nature of Al-generated content has exacerbated the difficulty of supervision in
this case. False information spread across multiple social platforms within 24 hours, and the
traditional supervision model of "manual review + complaint handling" is difficult to cope with
the challenge of such technology-driven information dissemination. This further confirms the
practical judgment of this study regarding the "lag in regulatory regulation".

5. Research Conclusion and Future Prospects

5.1. Core Conclusion

This study provides an in-depth analysis of the first domestic case involving ChatGPT's
fabrication of false information. It elucidates that the primary issues surrounding criminal risk
governance in the dissemination of generative Al content centre on three key aspects. Firstly,
there is an absence of a clear legal framework delineating the responsibilities of various parties.
The rights and obligations of Al developers, users, and platform providers remain ambiguous,
which complicates the accountability process for judicial authorities. Secondly, a fundamental
conflict exists between the elements of traditional criminal charges and the intrinsic
characteristics of Al, which are "self-generated" and "not driven by human subjectivity." The
existing legal frameworks struggle to accommodate the behavioural innovations introduced by
technological advancements, resulting in significant challenges in applying criminal charges.
Thirdly, the regulatory system predominantly emphasises "post-event accountability” and
lacks a comprehensive prevention and control mechanism that aligns with the unique
characteristics of Al technology. This shortcoming hampers efforts to achieve proactive
governance and effective risk mitigation at the source.

The crux of the aforementioned issues resides in the current legal and regulatory framework,
which positions "human behaviour" as the primary object of regulation. Consequently, its rule
design and accountability logic are predominantly centred around traditional, human-centric
behavioural patterns. However, the "black box characteristics," "multi-subject participation,”
and "rapid dissemination" associated with generative Al fundamentally undermine the core
assumptions of conventional regulatory scenarios. This results in a disjunction between the
legal and regulatory framework and the practical application of technology.Simultaneously, the
swift advancement of technology, coupled with the delay in legislative updates and the
enhancement of regulatory frameworks, engenders a temporal contradiction that exacerbates
the challenges associated with the governance of criminal-related risks. This study, by
conducting a thorough analysis of specific cases, translates abstract technical risks into tangible

50



Scientific Journal Of Humanities and Social Sciences Volume 8 Issue 2, 2026
ISSN: 2688-8653

issues within judicial practice, thereby addressing a gap in the current literature that
"emphasises macro risk categorisation while overlooking the practical analysis of individual
cases." It offers robust empirical evidence to support the judicial assessment and regulation of
criminal risks associated with generative Al

5.2. Future Research Prospects

Based on the core findings of this study and the shortcomings of existing research, future
exploration in related fields can be approached from three perspectives. Firstly, it is essential
to refine the standards for the division of multi-subject responsibilities in criminal scenarios
involving generative Al This refinement should include the construction of a gradient
responsibility system that aligns with the "degree of autonomy" of Al technology. It is necessary
to delineate the review obligations of developers, the duty of care of users, and the filtering
obligations of platform providers at various levels, thereby enhancing the practicality and
adaptability of the standards for determining responsibility. Secondly, given the significant
cross-border dissemination characteristics of ChatGPT-like Al, attention must be directed
towards the governance challenges associated with cross-border cases of false information.
This entails exploring judicial collaboration mechanisms and jurisdictional division rules that
are compatible with the technical features of such Al, addressing the practical needs for
international regulatory coordination, and resolving the conflicts of rights and responsibilities
inherent in the governance of cross-border Al-generated misinformation.Finally, it is essential
to advance research on the integration of technical means and legal regulations. By utilising
technical tools such as Al content traceability, a collaborative supervision model of "technical
filing + legal accountability” should be explored. This model must clarify the standards for
traceability, data retention requirements, and judicial determination rules pertaining to Al-
generated content, thereby facilitating the mutual reinforcement of technical prevention and
control alongside legal regulation.

Future research may further refine the practical implications of research findings through
cross-disciplinary collaboration among law, computer science, public administration, and other
fields. This collaboration can enhance both the feasibility and systematic nature of the proposed
plans, thereby offering more comprehensive theoretical support and practical guidance for the
development of a legal-regulatory system tailored to the characteristics of generative Al
technology.
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